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MAKE A STA

Big Tech wants your metadata, your

contacts, your docs, your community,

all wrapped in convenience and served
with a smile. This isn’t just about
privacy. This is about power. If your
organizing lives on Google Docs and
your community comms run through Meta,
you don’'t own your infrastructure.
This doc shows you how to take it
back. No corporate sugarcoating. No

compromise.

The cloud is someone else’'s computer which means
that someone is usually a multinational corporation
backed by surveillance contracts and profit motives.
When our movements, mutual aid projects, and
community stories rely on extractive platforms, we
risk silencing ourselves before a single ban or
breach even happens. Radical digital sovereignty
isn’t optional anymore. It's a frontline. This
toolkit isn’t just technical; it’s a roadmap for
cellective resgilience, autonomy, and defiance. Let’s

build systems worthy of our struggle.



Autonomy: Contyol your infrashructure and data
without relying on covporations. No middlemen. Run
Yyour tools, your way.

Transparency: Use tools with auditable, open-souyce code.
Open-source of i didn’+ happen.

Congent: ¥now Wwheve youy data is, who can access i,
| and how it is used.«now Wwheve youy data lives and
dies.

Resilience: Build systems that can withstand
censorship, outages, and exploitation. ge ready Wwhen
Hhe plug gets pu“ed.

Community Powery: Share infrastructure and skills
acyoss Hrusted netlworks. Fedevation over
centyalization. Always.
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SELF-HOSTING ESSENTIALS

\ Nexicloud: Private cloud platform for file
. storage, calendar, chat, and docs. AKA youy
. own &oogle Workspace, minus the

| suvveillance.

LibyeSefvey: Linux seyver that avtomates
deployment of many open-source tools.
Push-button self-hosting for radicals.

Yunohost: A self-hosting OS for deploying
secure apps on a VPS or home seyver. Deploy
your digital bunkey in minutes.
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. - With encnyption that isn’t just theater.
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MailboX.org: Ethical email based. in Geymany.
Radical but professional.

DeHa Ohat: Messenger that uses email protocol
but behaves like an app. Email, but punk.

Signal: Secure messaging app for groups, files,
a.nd. ca\\s &h\\ the best. Just don’tHyust SMS.
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